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sudo apt update 

 

sudo apt install -y docker.io 

 

sudo docker --version 

  docker: 

sudo usermod -aG docker $USER 

 

  nano  Dockerfile: 

nano Dockerfile 

 

FROM alpine:3.23.2 
RUN apk update && apk add --no-cache \ 
    bash \ 
    curl 
RUN adduser -D limited -s /bin/bash 
USER limited:limited 
WORKDIR /app 
COPY . /app 

 FROM alpine:3.23.2 

 

 RUN apk update && apk add --no-cache bash curl  

• 

•  bash  curl.  



   
 

• RUN adduser -D limited -s /bin/bash limited  

• USER limited:limited  

• WORKDIR /app /app, 

• COPY . /app /app 

 3.23.2  

latest

 

docker build . -t cyberbezpieczenstwo:twoj_numer_indeksu 

 

 

docker images 

 

• 

• 
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Snyk  Trivy

Trivy  

  Trivy  

wget https://github.com/aquasecurity/trivy/releases/download/v0.68.2/trivy_0.68.2_Linux-64bit.deb 

  Trivy  

sudo dpkg -i trivy_0.68.2_Linux-64bit.deb 

  alpine:3.23.2  

trivy image alpine:3.23.2  

 

3.20.0

https://hub.docker.com/


   
 

 

 trivy image alpine:3.22.2  

 

 

 docker run -it cyberbezpieczenstwo:twoj_numer_indeksu /bin/bash 

 

 

ls 

 

 

exit 

 

docker ps -a 

  



   
 

 

docker container prune 

 

 

 ubuntu:22.04 id  

docker run --rm -it ubuntu:22.04 id 

 

 www-data  

docker run --rm --user www-data -it ubuntu:22.04 id 



   
 

 

 

 

docker run --rm -it --name "kali1" kalilinux/kali-rolling bash -c "apt-get update 

&& apt-get install -y ncat && ncat -lvp 31337" 

 

 rolling

 ncat 31337   

 

sudo apt install jq -y 

 

docker inspect bridge | jq '.[0].Containers' 

 

 

docker run --rm -it --name "kali2" kalilinux/kali-rolling bash -c "apt-get update 

&& apt-get install -y ncat && bash" 



   
 

 ncat  

ncat adres_ip_pierwszego_kontenera port 

 

 

 

  Ctrl + C  

 

  exit  

 

 

docker network create net-kali1 

docker network create net-kali2 

 

docker run --rm -it --name "kali1" --network "net-kali1" kalilinux/kali-rolling bash 

-c "apt-get update && apt-get install -y ncat && ncat -lvp 31337" 

 

docker run --rm -it --name "kali2" --network "net-kali2" kalilinux/kali-rolling bash 

-c "apt-get update && apt-get install -y ncat && bash" 



   
 

 

docker inspect net-kali1 | jq '.[0].Containers' 

docker inspect net-kali2 | jq '.[0].Containers' 

 

 kali1

 

 

 

 

 

 htop  

sudo apt install htop 



   
 

 Actions -> Split View Top-Bottom  

 

 W górnej części terminala uruchom htop: 

htop 

 W dolnej części uruchom kontener z Kali Linux: 

docker run --rm -it kalilinux/kali-rolling bash -c "apt-get update && apt-get install 

-y p7zip-full wget && bash" 

 

 

wget https://www.bamsoftware.com/hacks/zipbomb/zbsm.zip 

Zawsze działaj na maszynie wirtualnej!

https://www.bamsoftware.com/hacks/zipbomb/zbsm.zip


   
 

  

7z x zbsm.zip 

 

  Ctrl + C  

  exit   

 

docker run --rm -it --memory="150m" --cpus="0.2" kalilinux/kali-rolling bash -c 

"apt-get update && apt-get install -y p7zip-full wget && bash" 

 

 

https://www.bamsoftware.com/hacks/zipbomb/


   
 

 

  Ctrl + C

 exit   

 Utwórz plik config.conf i wpisz do niego swój numer indeksu.  

 Uruchom kontener z podpiętym plikiem konfiguracyjnym, który modyfikuje zawartość pliku: 

docker run --rm -v /home/kali/config.conf:/app/config.conf -it ubuntu:22.04 bash -c 

'echo "Zhakowany" >> /app/config.conf' 

 

 

 (/ /etc   



   
 

  :ro  

docker run --rm -v /home/kali/config.conf:/app/config.conf:ro -it ubuntu:22.04 bash 

-c 'echo "Zhakowany2" >> /app/config.conf' 

 

 config.conf  

cat config.conf 


